
Solution I: Integrated web-based management
Management of subscriptions using AccessGuardian's web-frontend

Registration
Creating a user record

* Self-service (user creates account at member lounge).
* Admin creates account using the admin panel.

User login procedure
... at web-frontend

* Login and password.
* Password reminder available.

No access

* User access blocked.
* Logging of failed login attempts.

* User access granted.
* Logging of each access.

Member lounge (web-frontend)

Register to new subscriptions...
* Access available after payment processing 
  or manual approval by administrator.

Access to subscriptions...
* Selecting subscription from list.
* Security features preventing abuse:
   - Date and time stamp handling
   - IP address verifications
   - Access restrictions by date and time

Solution II: Using .htaccess for password protection
Manage subscriptions using .htaccess server feature

Advantages:

* Accesses to subscriptions are controlled and managed by AccessGuardian, which allows to use all security 
  features (e.g. IP address verification, access restrictions by date and time, logging).
* Available for all operating systems.

Disadvantages:

* May require slight modifications of external content delivery systems.

Access

Failed

Success



Solution II: Using .htaccess for password protection
Manage subscriptions using .htaccess server feature

No access

* User access blocked.

Access

* User access granted.

User login via .htaccess
(...as implemented at server and browser)

* Username and password required to gain access to 
  the protected site area.

Advantages

* User can bookmark the subscription in the webbrowser and return easily.
* AccessGuardian can work transparent (no need for user to deal with AG's web-frontend).
* Easy integration of third party content deliver systems, works with any web technology.

Disadvantages:

* Requires .htaccess available only at Unix-based operating systems.
* Some features of AccessGuardian cannot be used (e.g. tracking, security features).
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Failed

Managing user accounts and system settings

Web-frontend (member lounge): Available to users for registering and subscription management.

Admin panel: Available to the adminstrator (admin can also turn off usage of the member lounge 
to keep solely control about users and subscriptions).

Success


